WHOOPMALMOHHAA MAMATKA
[ANA OBYYAIOLLMXCA ANA PASMELLEHUA
HA ODPULIMANBHBIX UHTEPHET-PECYPCAX

C KaXZbiM roiomMm MONOAEKWN B UHTEPHETE CTaHOBUTLCA BOoNbLUE, a LIKOJbHUKMA OAHU U3 CaMbiX
aKTMBHbIX MNonb3oBaTenen PyHeta. Mexay Tem, MOMMMO OFPOMHOIO KOJIMYECTBa BO3MOXKHOCTEM,
WMHTEpPHEeT HeceT 1 Npobsiembl. ITa NamMATKA A0MKHA NTOMOYb Tebe 6e30nacHO HaxoAMUTbLCA B CETU.

KomnbloTepHbie BUPYCbI

KomnbloTepHbIA BUPYC - 3TO PA3sHOBMAHOCTb KOMMbIOTEPHbLIX MNPOrpamm, OT/IMYUTEIbHOM
0COBEHHOCTbIO KOTOPO ABNSAETCA CNOCOBHOCTb K Pa3MHOMKEHWIO. B A0N0/IHEHWE K 3TOMY, BUPYCbl MOTYT
NnoBpeauTb WM MONHOCTBIO YHUUTOXWUTL Bce daiiibl U AaHHble, MOAKOHTPOJIbHbIE MONAb30BaTENIO, OT
MMEHW KOTopOoro Hbina 3anyLieHa 3apaskeHHan NPorpaMmma, a TakxKe NoBPeanTb UAN OaXKe YHUUTOXUTb
OMNepaLMoHHYI0 CUCTEMY CO BcemMM ¢alinamu B LenoM. B 6onbLUMHCTBE C/ydYaeB pacnpocTpaHaloTcA
BMPYCbl Yepes MHTEPHET.

MeToabl 3aWnTbl OT BPELOHOCHbIX NPOrpamm:

1. icnonb3yii CoBpeMeHHble OnepaLMOoHHbIE CUCTEMbI, UMEIOLLME CePbe3HbI YPOBEHb 3aLLUTbI OT
BPEAOHOCHbIX MPOrpPamm;

2. TllocTosHHO ycTaHasAuBait naytM  (uMdpoBble 3annaTkM, KOTOpble aBTOMATMYECKU
YCTaHaBAMBAIOTCA C Lenblo A0opaboTKM Nporpammbl) M apyrne ob6HOBAEHWUA CBOE onepauyoHHOM
cuctembl. CKaumBaih MX TONbKO C oduUManbHOro caita paspaborumka OC. Ecnm cywecTByeT perkum
aBTOMAaTUYECKOro 06HOBNEHMSA, BKIOUYM €ro;

3. PaboTan Ha cBoem KOMMNblOTEPE NOoA4 nNpaBamMn nojsb3oBaTtensiad, a He agMUHUCTPATOpPaA. JT0 He
no3BonT 6OI'IbLLIl4HCTBy BPEOOHOCHbLIX nNporpamm WUHCTAaAIMPOBATbCA Ha TBOEM MNEPCOHA/IbHOM
KOMMbIOTEPE,

4. Mcnonb3yit aHTMBUPYCHble MNPOrpaMmMHble MPOAYKTbl W3BECTHbIX MpPOM3BOAUTENEN, C
aBTOMAaTM4YeCKUm obHoBNeHneM 6a3;

5. OrpaHunyb GU3NYECKUiA 4OCTYN K KOMMbIOTEPY A8 NOCTOPOHHUX /INLL;

6. Vicnonb3yit BHeWHMe HocuTenn MHbopmaLmn, Takme Kak daellka, guck nam Gann ns MHTepHeTa,
TO/IbKO M3 NPOBEPEHHbIX UCTOYHUKOB;

7. He oTKpbiBait KomnbloTepHble Gaiinbl, NONyYEHHble U3 HEHALEMHbIX UCTOYHWMKOB. [axe Te
daiinbl, KOTopble NPMCAAN TBOI 3HAKOMBIN. Jlydlle YTOYHUM Y HErO, OTNPABAAA 1N OH Tebe Ux.

Cetn WI-FI

Wi-Fi - 3To He BMA, nepeaayun f4aHHbIX, He TEXHONOMUSA, a BCero nvb bpeHa, mapka. Ewe 8 1991 rogy
HUAEPNAHACKAA KOMMaHWA 3apernctpupoBana bpeHg "WECA", yto 0603Hayano c/roBocoyeTaHue
"Wireless Fidelity", koTopbii nepeBoanTCs Kak "becnpoBogHas TOYHOCTL'.

[o Hawero BpemeHu goluna apyras abbpesmaTypa, KOTOpas ABASETCA TAKOM e TexHoornemn. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe BbINI0 A4AHO C HAMEKOM Ha CTaHAAPT BbiCLLEN 3BYKOBOM TEXHUKM
Hi-Fi, yuTo B nepeBoAe 03Ha4aeT "BbICOKAaA TOYHOCTb".

[a, OecnnatHbii WHTepHeT-4oCTyn B Kade, OTensx W a’3ponoprtax ABASETCA OT/IUYHOMU
BO3MOHOCTbIO BbIXOZa B MHTEPHET. HO MHOrMe aKcnepTbl cUMTaoT, YTo 0bweaocTynHole Wi-Fi ceTn He
ABAsAtOTCA 6e30MacHbIMM.



CoBeTbl No 6e3onacHocTM paboTbl B 0bLwesocTynHbix ceTax Wi-fi:

1. He nepegaBgaii cBOIO NMYHYIO MHPOpMaLMIO Yepes obweaoctynHble Wi-Fi cetn. PaboTtan B Hux,
KenaTteNbHO He BBOAMTb NapOo/iM AOCTYNa, IOTUHbI U KAaKMe-TO HOMepa;

2. Wcnonb3syn n o06HOBAAK aHTUBUPYCHble Mporpammbl U HpaHamayep. Tem cambiM Thbl
obe3onacuwb ceba OT 3aKa4Km BUPYCa HA TBOE YCTPOMCTBO;

3. Mpwu ucnonbzosaHmm Wi-Fi oTkAtoum dyHKuMio "O6wmit goctyn K dannam n npuHTepam”. aHHas
dYHKLMA 3aKpbiTa MO YMOYAHWUIO, O4HAKO HEKOTOpble MO/Ib30BaTeNN aKTUBUPYIOT ee gna yaobcrea
MCMNo/ab30BaHWA B paboTe uau yyebe;

4. He ucnonb3yih nybanyHbin WI-FI gns nepegayun AWYHbIX AaHHbIX, Hanpumep ANA BbIXo4a B
COLMANbHbIE CETU UM B 3/IEKTPOHHYIO MOYTY;

5. Mcnonb3yi ToNbKO 3almuleHHoe coeauHeHne Yyepes HTTPS, a He HTTP, T.e. npu Habope Beb-
aapeca 8Boaun umeHHo "https://";

6. B mobunbHom TenedoHe oTkawum ¢dyHKumio "MogkntoveHne Kk Wi-Fi aBTomatuyecku". He
[AOMNycKalt aBToOMaTUYecKoro NnoAKntoueHus yctpoictsea K cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble cetTu

CoumanbHble CeTM aKTUBHO BXOAAT B HALLY *KM3Hb, MHOTMeE Nt0An PaboTatoT U KUBYT TaM NOCTOSAHHO,
a B Facebook yxe 3apernctpuposaH muaanapg 4enosek, YTo ABAAETCA OAHOW CeAbMOI BCex Xutenei
naaHeTbl. MHOrMe No/b30BaTeN HE MOHMMALOT, YTO MHPOPMaLMNA, pa3MelLleHHas UMK B COLMaNbHbIX
ceTaAX, MOMeT ObITb HalZeHa U UCNO/Ib30BaHa Kem yrogHo, B TOM 4Yuc/ie He obsAsaTesnbHO ¢ 6aarumm
HamepeHnamu.

OcHoBHble coBeTbI N0 6€30MaCHOCTM B COLMAbHbIX CETAX:
1. OrpaHunyb cNUCoK apysen. Y Tebs B 4py3bax He A0MKHO ObITb CIYY4aMHbIX U HE3HAKOMbIX NHOAEN;

2. 3awmuian CcBOM YacCTHYIO KM3Hb. He yKasbiBalt naposu, TenedoHbl, agpeca, AaTy TBOEro
POXKAEHUA U APYTYIO INYHYI0 MHGOPMaLMIO. 310YMbILLIEHHUKM MOTYT MCMO/1b30BaTb AarKe MHGoOpMaLmIo
0 TOM, KaK Tbl U TBOW POAUTENN NAAHMPYETE NPOBECTU KaHMKYbI;

3. 3awmiai cBOO penyTauumio - AePXKM ee B YNCTOTe U 3aaaBalt cebe Bonpoc: xoTen 6bl Tbl, YTOGbI
Apyrve nonb3oBaTeNM BUAEAM, YTO Tbl 3arpykaewb? lMoaymai, npesxae yem 4yTo-To onyb6auKoBaTh,
HanMcaTb U 3arpy3unTb;

4. Ecnn Tbl ropopub C 1104bMU, KOTOPbIX HE 3HaelWb, HE MCI'IOJ'Ib3yI7I CBO€ peasibHOE UMA U ApPYTyro
JTINYHYIO VIHd)OpMaLI,VIVI: MMA, MECTO XUTENTbCTBA, MeCTO y‘-IE6bI n npoyee,;

5. N36erait pasmeweHuns ¢oTtorpaduin B IHTepHeTe, rae Tbl U306parkeH Ha MeCcTHOCTU, MO KOTOPOiA
MOXHO onpeaennTb TBOE MECTOMO/NOMKEHMUE;

6. Mpu perncTpaumm B COLMaNbHOM CETU HEOBXOAMMO UCMO/b30BaTb C/I0XKHbIE NMapo/M, COCToALME
13 BYKB 1 UMP M C KOIMYECTBOM 3HAKOB He MeHee §;

7. Ona COLI,VIBI'IbHOﬁ CeTn, NoYTbl U APYyrnx canTos HGO6XOAI/IMO MCNO/1b30BaTb pa3HblE Mapoan.
Torpa ecnmn Tebn B3/10MatoT, TO 3/1I0YMbIWIEHHNKN NOAYyYaT A0CTYN TOJZIbKO K O4HOMY MeCTy, a HE BO BCe

cpasy.

INEeKTPOHHbIE AeHbIU



INEKTPOHHbIE AEHbIM - 3TO OYeHb YA0BHbIN CNocob naaTeskei, 04HAKO CYLLECTBYIOT MOLLUEHHUKMN,
KOTOpPbIE XOTAT MOMYYNTb 3TU AEHbIU.

3}1€KTpOHHbIe AeHbrn noABNANCL coBCceM HeAaBHO N MMEHHO MN3-3a 3TOM0 BO MHOTUX roCcyaapcrBax
A0 CUX Nop He NPONMUCaHO NPO HUX B 3aKOHaX.

B Poccum e OHM GYHKUMOHMPYIOT M O HUX YXKe MPOMMCAHO B 3aKOHE, e WX pasfaendArT Ha
HECKO/IbKO BUAOB - aHOHWMHbIE U HE AHOHUMHbIE. Pa3sHULA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspelwaeTca npoBoaMTb onepaumm 6e3 uaeHTMOMKaALMM NoAb30BaTeNss, @ B HEAHOHUMHbIX
naeHTMdMKauma noib3oBatena asnseTcs obasaTeibHOMN.

Takxke cnenyet pa3nnydatb 3/1EKTPOHHbIE d)MaTHble AeHbrn (paBHbI rocygapCrBeHHbIM Bal'IIOTaM) n
9/1EKTPOHHbIE HEd)VIaTHbIe AeHbrn (He PaBHbl rOCYy4apCTBEHHbIM Ba}'HOTaM).

OcHoBHble coBeTbl N0 6e30nacHoOn paboTe € 3NEKTPOHHbIMMU AEHbIAMM:

1. MpuBAXKK K cHeTy MOBUBHbBIN TenedoH. ITO camblit YyA0HOHbIN 1 BbICTPbLIA CNOCO6 BOCCTaHOBUTL
[ocTyn K cyety. lNpuBA3aHHbIN TenedoH MOMOXKET, ec/M 3abyaellb CBOM MATEXKHbIA Naposb WMAU
3aliAellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. cnonb3yit ogHopasoBble Napoau. Mocne nepexoaa Ha yCUAEHHYo aBTopu3aumio Tebe yxke He
6yAeT yrpoXKaTb ONAaCHOCTb KPaXkn MK NepexsaTa NaaTeKHoro napons;

3. Bbibepu cnoxHbIM naponb. MpecTynHukam 6yaeT He NPOCTO yragaTb C/OMHbIM Naposib.
HagzeHble Napoau - 3TO Napo/iM, KOTOPbIE COAEPKAT HE MeHee 8 3HAKOB M BKKOYAIOT B cebs CTPOYHbIe
¥ NPONMCHble BYKBbI, L PbI M HECKOIbKO CMMBOJIOB, TaKME KaK 3HaK A0/1apa, GyHTa, BOCKAULATE /IbHbIA
3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOW /INYHbIE AAHHbIE HA CalTax, KOTOPbIM He AoBepseLlb.
INeKTPOHHAA noyTta

DNEeKTPOHHAA NoYTa - 3TO TEXHO/IOTUA U NPeaoCTaBAAEMbIE €10 YCAYTU NO NEPEChIIKE U NONYYEHUIO
3/1EKTPOHHbIX COOBLIEHMI, KOTOpble pacnpeaensaoTca B KOMMNbIOTEPHON ceTU. OBbIYHO 3/1EKTPOHHbIN
MOYTOBbLIN AWMK BbIFAAMT CAeaylolwmm obpasom: MMA_MNO0Ab30BaTENA@UMA_AOMeEHA. TaKKe Kpome
nepeaayn NPoCToro TEKCTa, MMEETCA BO3MOKHOCTb NepeaaBath Gpaibl.

OcHoBHble coBeTbl N0 6e3onacHoi paboTe C 3/1eKTPOHHO NOYTOW:

1. Hago BbI6GpaTb NPaBUbHbIN NOYTOBLIV CEPBUC. B MHTEPHETE €CTb OrPOMHBIN BbIBOP HecnnaTHbIX
MOYTOBbLIX CEPBMCOB, OAHAKO JlyyLle AOBEPSATb TEM, KOFO 3HAelb U KTO MepBblii B PEUTUHTE;

2. He ykasbiBali B JIMYHOM MNoOYTE JIMYHYKO MHPopmauuio. Hanpumep, nyywe BbIOpaTh
"My3blKanbHbIN_paHat@" nau "pok2013" emecto "temall";

3. Mcnonb3yin ABYyX3TanHyl aBTOpM3auuMio. ITO KOrAa NOMMMO Mapons Hy»HO BBOAWUTb KOA,
npucbinaembii no SMS;

4, Bblbepn CNOXKHbIM Napob. [N KaxKAoro NOYTOBOro AWMKA O0MXEH 6biTb CBON HaAEXKHbIN,
YCTOMYMBBLIM K B3/IOMY Napoib;

5. Ecam ecTb BO3MOXHOCTb HanucaTb camomy CBOW INYHbIN BONpOC, I/ICI'IOJ'Ib3yVI 3TY BO3MOXHOCTb;

6. Mcnonb3yih HECKONIbKO MOYTOBbLIX AWMKOB. [epBblii A1 YacTHOM MEepenuckM C agpecatamu,
KOTOPbIM Tbl fOBepsAeLlb. ITO 3NEKTPOHHbIN agpec He HaZo UCNOo/1Ib30BaTb NPU PerncTpaunmn Ha popymax
W camTax;



7. He oTKpbIBai ¢aiinbl U Apyrve BAOXKEHUA B MUCbMaX, AaXKe eCN OHWU NPULLAK OT TBOUX APY3eN.
Jlydlwe yTOUYHU Yy HUX, OTNPABAAAN v OHM Tebe 3TK dannbl;

8. Mocne oKOHYaHMA PaboTbl HA MOYTOBOM CEPBUCE Nepe 3aKpbITUEM BKAAAKN C CAlTOM He 3abyapb
HakaTb Ha "BbitTn".

KnbepbynnuHr unm BupTyanbHoe M3aesateibCTBO

KnbepbynnuHr - npecnefoBaHMe COOBLEHUAMM, COAEPMKAWMMU OCKOPDB/IEeHUn, arpeccuto,
3anyrmBaHue; Xy/IMraHCTBO; CoLManbHoe 6OMKOTUPOBAHME C MOMOLLbIO PA3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnnHrom:

1. He 6pocaiics B 60M. Jlyuwmin cnocob: nocoBeToBaTbCA KaK cebs BECTU U, EC/IN HET TOTO, K KoMy
MOHO 06paTUTbCA, TO BHayane YCMOKOMUTbCA. EcaM Tbl HayHelwb OTBeYaTb OCKOPGJEHMAMM Ha
0CKOop6/1eHMA, TO TOMbKO elle 6oblue Pa3oXKKellb KOHPUKT,;

2. YnpaBnsan cBoel Knbeppenyrauuei;

3. AHOHMMHOCTb B ceTM MHMManA. CyLecTBYHOT Cnocobbl BbIACHUTb, KTO CTOUT 33 aHOHUMHbIM
aKKayHTOM;

4, He cTOMT BeCTM Xy/JWUraHCKMI 06bpa3s BUPTYyanbHOW KMU3HU. UHTEpPHET ¢OUKCUpPYeT BCe TBOM
AENCTBMA U COXPaHAET UX. Y4anutb nx byaeT KpaliHe 3aTpyAHUTENbHO;

5. Cobntogaii cBOK BUPTYa/ibHYIO YECTb CMOJIOAY;

6. WrHopupyih eauHWuHbIM HeratuB. OAHOPa30Bble OCKOpPOWTE/NbHble COOBLWEeHUA Aydlue
UrHopupoBatb. OBbIYHO arpeccus NPeKPaLLAeTca Ha HauyaabHOW CTaanu;

7. baH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMW COOBLLEHUAMM, B COLMANBHBIX CETAX €CTb
BO3MOXXHOCTb 6/I0KMPOBKM OTMNPaBKM COOBLLEHMI C ONpeaeeHHbIX apecoB;

8. Ecamn Tbl cBMAeTeNb KubepbynnuHra. TBoM AeNCTBMA: BbICTYNUTb NPOTUB NpecieaoBaTens,
NoKasaTb emy, YTO ero AeWCTBMA OLEHWMBAIOTCA HEeraTMBHO, MOAAEP’KaTb KepPTBY, KOTOPOM HYXKHa
NCMX00rMyeckan NOMOLLb, COOBLIUTL B3POCbIM O paKTe arpeccMBHOIO NOBEAEHNA B CETW.

MobunbHblii TenedpoH

CoBpemeHHble cMapTPOHblI M MAAHLWETbl CoAeprKaT B cebe BMoJIHE B3POC/bli GYHKUMOHANA, U
Tenepb OHW MOTYT KOHKYPMPOBATb CO CTALMOHAPHLIMU KoMMbloTepamn. O4HAKO, CPeACcTB 3alumTbl ANS
NoAO06HbIX YCTPOWCTB MOKA 04eHb Mano. TecTMpoOBaHME U MOUCK YA3BMMOCTEN B HUX MPOUCXOAMUT He TaK
WHTEHCUBHO, Kak ana MK, To ke camoe KacaeTca U MOBUIbHBIX MPUNONKEHWUN.

CoBpemeHHble MObU/IbHbIE Bpay3epbl yKe NPaKTUYECKWU LOTHANN HACTOJIbHble aHaNorM, O4HAKO
pacwupeHne GpyHKUMOHaANA BeYeT 3a CO60M 60/bLUIYIO CIOKHOCTb U MEHbLIYIO 3aLWMLLEHHOCTD.

[aneko He BCe NPON3BOANTENN BbIMYCKalOT 06HOBNEHMA, 3aKPbIBAIOLLME KPUTUYECKUE YA3BUMOCTH
ONA CBOWMX YCTPOWCTB.

OCHOBHbIe cOoBETbI AN 6e30nacHOCTN MOBUNBLHOTO Tened)OHa:

Huyero He aBnAaeTca no-HactoAemy 6ecniaTHbIM. 5y,£l,b OCTOPOXEH, Beab Korga Tebe npegnararoTt
6ecnnaTHbI KOHTEHT, B HEM MOTYT 6bITb CKpPbITbl KakKne-To naaTHble YCAYTH;

Oyman, npexxge yem otnpasutb SMS, ¢doTto mam Bugeo. Tbl TOYHO 3Haelb, rge oHM byayT B



KOHe4YHoMm utore?
HeobxogMmo 06HOBAATL ONEPaLLMOHHYO CUCTEMY TBOErO CMapTdOHa;
Ncnonb3yit aHTUBMPYCHbIE MPOrpaMmMbl 418 MOOU/IbHBIX TenepoHOB;

He 3arpyskait IpMUNOMKeHMA OT HEU3BECTHOIO UCTOYHMKA, BEAb OHW MOTYT COAEpPKaTb BPeJoHOCHOe
nporpammHoe obecneyeHue;

Mocne Toro Kak Tbl BblgewWwb C CaiTa, rae BBOAWA /IMYHYIO MHGOPMaUMIO, 3aaN B HACTPOMKM
6paysepa v yganu cookies;

Meprogmyeckn NpoBepAail, KakMe NNaTHble YCAYrM aKTUBUMPOBaHbI HAa TBOEM HOMEDPE;

[aBali cBOM HOMep MObUAbHOrO TenedoHa TONbKO JOAAM, KOTOPbIX Tbl 3HAEWb M KOMY
AoBepsellb;

Bluetooth AO/IXKeEH 6bITb BbIK/Z1lOYEH, KOraa Tbl UM HE NOJ1b3yeLlbCA. He 3abbiBal MHOTr4a NpoBepATb
3TO.

Online urpobl

CoBpemeHHble OHMANH-UIPbI - 3TO KPaCOYHble, 3axXBaTbiBalolWMe pa3BAeYEeHUn, obbeanHAWme
COTHM TbICAY YeNOBEK N0 BCEMY MUPY. UrPOKKN MUccneaytoT AaHHbIA UM MUp, 0bLLaoTca Apyr C APYrom,
BbINO/IHAIOT 334aHWNA, CPaXKaltoTCA C MOHCTPAMM WM MNOJYYaloT OMbIT. 33 YAOBONLCTBME OHM MAATAT:
MOKYNaloT AMCK, OMN/IaYnBaloT aboOHEMEHT MAM MPMOBPETAIOT KaKne-To onLuuu.

Bce 3TV cpeAcTBa MAYT Ha NoAfepikaHve W pasBUTME WUrpbl, a TaKKe Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMKM, BbINYCKAlOTCA HOBble MatuvM (undposblie 3annatkn aaa
nporpammy), 3aKpbIBaOTCA YA3BMMOCTU CEPBEPOB.

B I'IOLI,OﬁHbIX Urpax CTouT onacaTbCA He CTO/IbKO CBOUX CONEPHUKOB, CKOJIbKO KpaXXn TBOEro NapoaAa,
Ha KOTOPOM OCHOBaHa CUCTEMaA aBTOpPU3aLnnN 60NbLINHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOErO UrpoBOro akKKayHTa:

1. Echm apyroi UrpokK BeaeT ceba NAoxo UM cosgaet Tebe HenpUATHOCTK, 3a6N0KMPYIA €ro B CNUcKe
NrPOKOB;

2. Mokanyica agMUHWCTPATOPamM WrPbl Ha MJIOXOe MNOBEAEHUE 3TOT0 WUrPOKa, KenaTesbHO
NPUIOKNUTD KaKMe-TO A0Ka3aTesIbcTBa B BUAE CKPUHOB;

3. He yKasbiBai AMYHYI0 MHbOPMaLUto B Npodanne urpbl;
4. YBarKai gpyrux y4aCTHMKOB MO Urpe;

5. He ycTtaHaBnuMBai HeoduumManbHble NatymM U Moabl;

6. Icnonb3yi CI0XKHbIE U pa3Hble Napoy;

7. Daxe BO BpemA Urpbl He CTOUT OTK/IKOYATb aHTUBUPYC. Moka Tbl urpaeLlb, TBOWM KOMMbKOTEP MOTyT
3apa3nTb.

DULWIKHT nan KpaXa JIMYHbIX AdHHbIX

Ob6bluHOW KpaKeil AeHer M OOKYMEHTOB CErogHA Yy»e HWKOro He yAMBULb, HO C PasBUTMEM
WNHTEPHET-TEXHONOMMNIA 3/10YMbILWNEHHUKU NEPemMecTUNIUCb B MHTEPHET, M MPOAO/IKAIT 3aHMMaTbCA



"nobumbim" genom.

Tak noABmiacb HOBAA Yrpo3a: MHTEPHET-MOLWEHHNYECTBA AN QULLMHS, FaBHAA LeNb KOTOPOro
COCTOMT B NOIy4EHNN KOHOUAEHLUNAbHBIX AaHHbIX NO/1b30BaTeNeN - NOrTMHOB M Napoiei. Ha aHraniickom
A3blKe phishing uMTaeTcs Kak ¢ouwmHr (ot fishing - pbibHasa nosas, password - Naposb).

OcHoBHble coBeTbl No Hopbbe ¢ dUwnHrom:

1. Chegy 3a cBoMMm AdKKayHTOM. Ecamn TbI noaospeBaellb, YTO TBOA aHKETa 6bina B3/10MaHa, TO
HeO6XO,D,MMO 3a6IIOKVIpOBaTb eeun COO6LLI,VITb AAMUHUCTPATOPAaM pecypca 06 3TOM KaK MOKHO CRopeeg,;

2. MCI'IOIIb3yﬁ 6esonacHble BE6-CaﬁTbI, B TOM 4YnUcne, MHTEPHET-MarasnHoB U NMOUCKOBbIX CUCTEM;

3. Wcnonb3yit cnoxHble M pasHble naponau. Takum obpasom, ecan Teba B3AOMaKOT, TO
3/10YMbILUIEHHUKM NOJy4aT AOCTYN TO/IbKO K OAHOMY TBOEMY NPOodUIIto B CETU, @ HE KO BCEM,;

4. Ecnn Tebs B3nOManu, To HeobxoAMMO npeaynpeauTb BCEX CBOWMX 3HAKOMbIX, KOTopble
nobasneHbl y Tebs B APY3bAX, O TOM, YTO TebA B3/OManM W, BO3MOMKHO, OT TBOEro MMeHn byaer
paccblNaTbCcA cnam u CCbINKU Ha GULLNHTOBbIE CalThbl;

5. YctaHoBM HageKHbi naposb (PIN) Ha MobUNbHbIN TenedoH;
6. OTK/IIOYM coxpaHeHMe NaponA B bpaysepe;

7. He oTKkpbiBait daiinbl U gpyrve BAOXKEHUA B MUCbMaX, AAXKe eC/IM OHW NPULLAK OT TBOMX APY3EN.
Jlydlwe yTO4YHU Yy HUX, OTNPABAAAN It OHM Tebe 3Tn dainbl.

LUudposasa penytauus

Undposan penytauma - 3TO HeratMBHas MAM NO3UTMBHas uHPopmauma B ceTm o Tebe.
KomnpomeTupytowana uHGOpMaumMsa, pasmelleHHas B MHTEpHETe, MOXET Cepbe3HbiM 06pasom
OTpa3uTbCA Ha TBOel peanbHOW XuM3HW. "LUudposas penyTtauma" - 3TO TBOM MMWUAXK, KOTOpPbIA
dbopmupyetca n3 MHpopmaunm o Tebe B UHTEPHETE.

TBOE MeCTO XWUTenbCTBa, y‘-IE6bI, TBOE d)VIHaHCOBOE nonoxeHue, ocobeHHOCTH XapaKTepa u“
paccka3bl O 61M3KUX - BCE 3TO HAKaMN/MBaeTcA B CETU.

MHorve noApOCTKM NErKOMbICIEHHO OTHOCATCA K NyBANKaLMKN AMYHO MHPOpMaLMK B UHTepHeTe,
He MOHMMas BO3MOMHbIX MOCAEACTBMIA. Tbl AaXe He CMOMellb A0ragathCa O TOM, YTo doTorpadus,
pasmelleHHas 5 fIeT Hasag, cTana NPMYMHON OTKasa NPUHATL Tebs Ha pabory.

KommeHTapuu, pasmelieHne tBoux GoTtorpaduin U apyrme AEUCTBUA MOTYT HE UCYE3HYTb AaKe
nocae TOro, Kak Tbl UX yAanuwb. Tbl He 3Haellb, KTO COXpPaHuA 3Ty MHbOpMaLMIo, Nonana M OHa B
MOWCKOBbIE CUCTEMBI M COXPaHWNACb NN OHA, a FNaBHOE: YTO NOoAYMaloT O Tebe OKpyKalolme Nam,
KOTOpble HakAayT 1 yBUAAT 3T0. HaliTM MHDOPMALMIO MHOTO /IET CYCTA CMOXKET Nt060W - KaK U3 fob6pbIX
nobyXaeHui, Tak U C HAMepPEHMEM MPUYMHUTL Bped,. ITO MOKET 6bITb KTO YrogHO.

OcHOBHble COBETbI MO 3aWmTe UMPPOBOI penyTaLuu:

1. Moaymait, npexae 4em yto-To Ny6AnKoBaTb M Nepepasatb y ceba B 610re nam B coumanbHom
ceTu;

2. B HacTpoliKax npoduna ycTaHOBM OrpPaHUYEHUs Ha MNPOCMOTP TBOEro npoduna u ero
CoAEepXKMMOro, caenan ero Tonbko "ana apysein”;

3. He pasmewainn n He yKasbiBal MHPOPMaALMIO, KOTOpPAs MOMKET Koro-nmbo ockopbnatb uau
obuKaTb.



ABTOpCKOE nNpaso

CoBpemeHHbIe LKOMbHWUKK - aKTUBHbIE MOAb30BaTeNn LUMdpPoBOro npoctpaHctea. OAHaKo Aaneko
He BCe 3HaloT, YTO NO/Ib30BaHNE MHOMMMM BO3MOMKHOCTAMMU LMdPOBOro Mmpa TpebyeT cobaoaeHus npas
Ha UHTeNNeKTyaNbHY0 COBCTBEHHOCTD.

TepmuH "MHTeNNEeKTyabHan COBCTBEHHOCTL" OTHOCUTCA K Pa3/IMYHbIM TBOPEHUAM YE€10BEYECKOro
YyMa, HaunHanA Cc HOBbIX M306peTeHM 1 3HaKoB, 0603HaYaoLWMX COBCTBEHHOCTb Ha NPOAYKTbI U YCAYTU, U
3aKaH4YMBasA KHUramu, potorpadusamm, KWUHOPUAbMAMM U My3blKasibHbIMW MPOU3BEAEHUAMMU.

ABTOpPCKME MpaBa - 3TO MpaBa Ha WHTEN/IEKTYa/IbHYIO COBCTBEHHOCTb Ha MPOM3BEAEHUA HAYKMK,
NMTepaTypbl M WMCKyccTBa. ABTOPCKME MpaBa BbICTYNAlOT B KayecTBe rapaHTMM TOro, 4To
WHTENNIEeKTYa/IbHbIN/TBOPYECKMIA Tpya, aBTopa He OyaeT HanpacHbiM, AacT emy cnpaseg/ivBble
BO3MOKHOCTU 3apaboTaTb Ha pe3yabTaTax CBOEro TPyAa, MOAYYnTb U3BECTHOCTb U NpU3HaHKWe. HuKTo 6e3
paspelleHMss aBTOpa HE MOMKeT BOCMPOM3BOAWTL €ro MPou3BeAeHWe, PacnpocTpaHATb, MNy6AMYHO
AEeMOHCTPUpPOBaTb, NpPoAaBaTb, WMMNOPTUPOBATb, MyCKaTb B NPOKaT, MNyB/AMYHO  UCMOHATD,
MOKasblBaTb/UCMOAHATL B 3dUpPe NaM pasmeLllatb B MHTepHeTe.

Ncnonb3oBaHMe "nupaTckoro" NporpaMmHoOro obecneyeHmns MOXKeT NPUBECTM K MHOTUM PUCKaM:
OT NOTEePW AAHHBIX K TBOMM aKKayHTaM A0 6/J0KMPOBKM TBOETO YCTPOMCTBA, I4e YCTaHOB/IEHA He/lera ibHas
nporpamma. He cTouT Tak:Ke 3abbIBaTb, YTO CYLLLECTBYIOT IeraibHble U 6ecniaTHbie MPorpaMmmbl, KOTopble
MOXHO HalTK B CETW.

O noprtane
CeTeBMYOK.pd - TBOM rNaBHbIN COBETYMK B CETU. 34ECb Tbl MOXKeELb Y3HATb 0 6e30MacHOCTN B CETU

MOHATHLIM U AOCTYNHbIM A3bIKOM, @ NPY BOSHUKHOBEHWUW KPUTUUYECKON CUTYyaLMmM 0BpaTUTLCA 32 COBETOM.
A TaK»Ke NPUHATb y4acTMe B KOHKYpPCaxX U CTaTb CaMbiM LMPPOBbIM FpaxKaaHMHOM!



